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1. Introduction

YANG i s a data nodel i ng | anguage originally designed to node
configuration and state data mani pul ated by the Network Configuration
Prot ocol (NETCONF), NETCONF Renote Procedure Calls, and NETCONF
notifications [RFC6241]. Since the publication of YANG version 1

[ RFC6020], YANG has been used or proposed to be used for other
protocols (e.g., RESTCONF [ RESTCONF] and the Constrai ned Application
Prot ocol (CoAP) Managenent Interface (CoM) [CoM]). Further

encodi ngs ot her than XM. have been proposed (e.g., JSON [ RFC7951]).

Thi s docunent describes the syntax and semantics of version 1.1 of
the YANG | anguage. It also describes how a data nodel defined in a
YANG nmodul e is encoded in the Extensible Markup Language (XM.) [ XM]
and how NETCONF operations are used to manipul ate the data. O her
prot ocol s and encodi ngs are possible but are out of scope for this
speci fication.

In ternms of devel opi ng YANG data nodel s, [ YANG Gui del i nes] provides
sonme gui del i nes and recomendati ons.

Note that this docunment does not obsol ete RFC 6020 [ RFC6020].
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1.1

Summary of Changes from RFC 6020

Thi s docunent defines version 1.1 of the YANG | anguage. YANG
version 1.1 is a mmintenance rel ease of the YANG | anguage, addressing
anbiguities and defects in the original specification [RFC6020].

The followi ng changes are not backward conpatible with YANG
version 1.

(0]

Changed the rules for the interpretation of escaped characters in
doubl e-quoted strings. This is a backward-inconpatible change
from YANG version 1. Wen updating a YANG version 1 nodule to 1.1
and the nodul e uses a character sequence that is nowillegal, the
string nust be changed to match the new rules. See Section 6.1.3
for details.

An unquoted string cannot contain any single or double quote
characters. This is a backward-inconpati bl e change from YANG
version 1. Wen updating a YANG version 1 nodule to 1.1 and the
nmodul e uses such quote characters, the string nust be changed to
match the new rules. See Section 6.1.3 for details.

Made "when" and "if-feature"” illegal on list keys. This is a
backwar d-i nconpati bl e change from YANG version 1. \Wen updating a
YANG version 1 nodule to 1.1 and the nodul e uses these constructs,
they nmust be renoved to nmatch the new rul es.

Defined the legal characters in YANG nodul es. When updating a
YANG version 1 nodule to 1.1, any characters that are now ill egal
nust be renmoved. See Section 6 for details.

Made noncharacters illegal in the built-in type "string". This
change affects the runtinme behavior of YANG based protocols.

The follow ng additional changes have been done to YANG

(o]

(o]

Changed the YANG version from"1" to "1.1".
Made the "yang-version" statenent nandatory in YANG version "1.1".

Extended the "if-feature"” syntax to be a bool ean expressi on over
f eature nanes.

Allow "if-feature" in "bit", "enunt, and "identity".

Allow "if-feature" in "refine".
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o Allow "choice" as a shorthand "case" statenent (see
Section 7.9.2).

0 Added a new substatenment "nodifier" to the "pattern" statenent
(see Section 9.4.6).

o Alow"must" in "input", "output", and "notification".
o Allow "require-instance" in |leafref.

o Allow "description" and "reference” in "inmport"” and "include"
o Alowinports of nultiple revisions of a nodule.

o Allow "augnment" to add conditionally mandatory nodes (see
Section 7.17).

0 Added a set of new XM. Path Language (XPath) functions in
Section 10.

o CJarified the XPath context’'s tree in Section 6.4.1

o0 Defined the string value of an identityref in XPath expressions
(see Section 9.10).

o Cdarified what unprefixed names nean in leafrefs in typedefs (see
Sections 6.4.1 and 9.9. 2).

o0 Alowidentities to be derived frommnultiple base identities (see
Sections 7.18 and 9. 10).

o Allow enunerations and bits to be subtyped (see Sections 9.6
and 9.7).

o Alowleaf-lists to have default values (see Section 7.7.2).

o Allow non-uni que values in non-configuration leaf-lists (see
Section 7.7).

o0 Use syntax for case-sensitive strings (as per [RFC7405]) in the
gramar .

0 Changed the nodul e adverti sement nechani sm (see Section 5.6.4).
0 Changed the scoping rules for definitions in subnodules. A

subnodul e can now reference all definitions in all subnobdul es that
bel ong to the same nodul e, w thout using the "include" statenent.
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0 Added a new statenent "action", which is used to define operations
tied to data nodes.

o Alownotifications to be tied to data nodes.

0 Added a new data definition statenent "anydata" (see
Section 7.10), which is RECOMMENDED to be used instead of "anyxm"
when the data can be nodel ed in YANG

o Alowtypes "enpty" and "leafref" in unions.

o Allowtype "enpty" in a key.

0 Renoved the restriction that identifiers could not start with the
characters "xm".

The foll owi ng changes have been done to the NETCONF mappi ng:

0 A server advertises support for YANG 1.1 nodul es by using
ietf-yang-library [RFC7895] instead of listing them as
capabilities in the <hell o> nessage.

2. Key Wrds

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in

BCP 14 [ RFC2119].

3. Term nol ogy
The following terns are used within this docunent:

0 action: An operation defined for a node in the data tree.

0 anydata: A data node that can contain an unknown set of nodes that
can be nodel ed by YANG except anyxnl.

o anyxnl: A data node that can contain an unknown chunk of XM. data.

0 augnent: Adds new schema nodes to a previously defined schema
node.

0 base type: The type fromwhich a derived type was derived, which
may be either a built-in type or another derived type.

0 built-in type: A YANG data type defined in the YANG | anguage, such
as uint32 or string.
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o choice: A schena node where only one of a nunber of identified
alternatives is valid.

o client: An entity that can access YANG defined data on a server,
over sone networ k managenent protocol

o confornmance: A neasure of how accurately a server follows a data
nodel .

0o container: An interior data node that exists in at npbst one
instance in the data tree. A container has no value, but rather a
set of child nodes.

o data definition statenent: A statenent that defines new data
nodes. One of "container", "leaf", "leaf-list", "list", "choice"
"case", "augnent", "uses", "anydata", and "anyxm ".

0 data nodel: A data nodel describes how data is represented and
accessed.

0 data node: A node in the schena tree that can be instantiated in a
data tree. One of container, leaf, leaf-list, list, anydata, and
anyxn .

0 data tree: An instantiated tree of any data nodel ed with YANG
e.g., configuration data, state data, conbined configuration and
state data, RPC or action input, RPC or action output, or
notification.

o derived type: Atype that is derived froma built-in type (such as
uint 32) or another derived type.

0 extension: An extension attaches non- YANG senmantics to statenents.
The "extension" statenent defines new statements to express these
semanti cs.

o feature: A nechanismfor marking a portion of the nodel as
optional. Definitions can be tagged with a feature nane and are
only valid on servers that support that feature.

0 grouping: A reusable set of schema nodes, which may be used
locally in the nodule and by other nodules that inport fromit.
The "grouping" statenent is not a data definition statenent and,
as such, does not define any nodes in the schema tree.

o identifier: A string used to identify different kinds of YANG
items by nane.
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o identity: A globally unique, abstract, and untyped nane.

0o instance identifier: A mechanismfor identifying a particular node
in a data tree.

o interior node: Nodes within a hierarchy that are not |eaf nodes.

o leaf: A data node that exists in at nost one instance in the data
tree. A leaf has a value but no child nodes.

o leaf-list: Like the | eaf node but defines a set of uniquely
identifiable nodes rather than a single node. Each node has a
val ue but no child nodes.

o list: An interior data node that may exist in multiple instances
in the data tree. A list has no value, but rather a set of child
nodes.

0 mandatory node: A nandatory node is one of:

* A leaf, choice, anydata, or anyxm node with a "mandatory"
statenent with the value "true"

* Alist or leaf-list node with a "nmin-el enents" statenent with a
val ue greater than zero

* A container node without a "presence" statement and that has at
| east one nandatory node as a child.

o nodul e: A YANG nodul e defines hierarchies of schema nodes. Wth
its definitions and the definitions it inports or includes from
el sewhere, a nodule is self-contained and "conpil abl e"

0 non-presence container: A container that has no neaning of its
own, existing only to contain child nodes.

0 presence container: A container where the presence of the
container itself carries sone neaning

o RPC. A Renote Procedure Call.
0 RPC operation: A specific Renpote Procedure Call
o schema node: A node in the schema tree. One of action, container

leaf, leaf-list, list, choice, case, rpc, input, output,
notification, anydata, and anyxn.
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0 schenma node identifier: A nmechanismfor identifying a particular
node in the schema tree.
0 schema tree: The definition hierarchy specified within a nodul e.

0 server: An entity that provides access to YANG defined data to a
client, over some network nmanagenent protocol

o server deviation: A failure of the server to inplenment a nodule
faithfully.

0 subnodul e: A partial nodule definition that contributes derived
types, groupings, data nodes, RPCs, actions, and notifications to
a nmodule. A YANG nodul e can be constructed from a nunber of
subnodul es

o top-level data node: A data node where there is no other data node
between it and a "nodul e" or "subnodul e" statenent.

0 uses: The "uses" statement is used to instantiate the set of
schenma nodes defined in a "grouping" statenment. The instantiated
nodes rmay be refined and augnented to tailor themto any specific
needs.

o value space: For a data type; the set of values pernitted by the
data type. For a leaf or leaf-list instance; the val ue space of
its data type

The following ternms are defined in [ RFC6241]:

o configuration data

o configuration datastore

0 datastore

0 state data

When nodel ed with YANG a datastore is realized as an instantiated
data tree

When nodel ed with YANG a configuration datastore is realized as an
instantiated data tree with configuration data.
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3.1. A Note on Exanples

Thr oughout this docunment, there are many exanpl es of YANG statenents.
These exanpl es are supposed to illustrate certain features and are
not supposed to be conmplete, valid YANG nodul es.

4. YANG Overvi ew

This non-normative section is intended to give a high-1level overview
of YANG to first-tinme readers.

4.1. Functional Overview

YANG i s a | anguage originally designed to nodel data for the NETCONF
protocol. A YANG nodul e defines hierarchies of data that can be used
for NETCONF-based operations, including configuration, state data,
RPCs, and notifications. This allows a conplete description of all
data sent between a NETCONF client and server. Although out of scope
for this specification, YANG can al so be used with protocols other

t han NETCONF.

YANG nodel s the hierarchical organization of data as a tree in which
each node has a name, and either a value or a set of child nodes.
YANG provi des cl ear and conci se descriptions of the nodes, as well as
the interaction between those nodes.

YANG structures data nodels into nodul es and subnodul es. A nodul e
can inmport definitions fromother external nodules and can include
definitions from subnodul es. The hierarchy can be augnent ed,

all owi ng one nodule to add data nodes to the hierarchy defined in
anot her nodule. This augnentation can be conditional, w th new nodes
appearing only if certain conditions are net.

YANG dat a nodel s can describe constraints to be enforced on the data,
restricting the presence or value of nodes based on the presence or
val ue of other nodes in the hierarchy. These constraints are
enforceable by either the client or the server

YANG defines a set of built-in types and has a type nmechani smthrough
whi ch additional types may be defined. Derived types can restrict
their base type's set of valid val ues using nmechani snms |ike range or
pattern restrictions that can be enforced by clients or servers.

They can al so define usage conventions for use of the derived type,
such as a string-based type that contains a hostnane.
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YANG pernmits the definition of reusable groupings of nodes. The
usage of these groupings can refine or augnment the nodes, allowing it
to tailor the nodes to its particular needs. Derived types and
groupi ngs can be defined in one nodul e and used in either the sane
nmodul e or anot her nodule that inports it.

YANG dat a hi erarchy constructs include defining lists where |ist
entries are identified by keys that distinguish themfrom each ot her.
Such lists may be defined as either sorted by user or automatically
sorted by the system For user-sorted lists, operations are defined
for mani pulating the order of the list entries.

YANG nodul es can be translated into an equival ent XM. syntax call ed
YANG | ndependent Notation (YIN) (Section 13), allow ng applications
usi ng XML parsers and Extensible Styl esheet Language Transformations
(XSLT) scripts to operate on the nodels. The conversion from YANG to
YIN is semantically | ossless, so content in YIN can be round-tri pped
back into YANG

YANG i s an extensible | anguage, allow ng extensions to be defined by
st andar ds bodi es, vendors, and individuals. The statenent syntax

all ows these extensions to coexist with standard YANG statenents in a
natural way, while extensions in a YANG nodul e stand out sufficiently
for the reader to notice them

YANG resists the tendency to solve all possible problens, linmting
the probl em space to all ow expression of data nodels for network
managenent protocols such as NETCONF, not arbitrary XML documents or
arbitrary data nodel s.

To the extent possible, YANG naintains conpatibility with the Sinple
Net wor k Management Protocol’s (SNW's) SMv2 (Structure of Managenent
I nformati on version 2 [RFC2578] [RFC2579]). SMv2-based M B nodul es
can be automatically translated into YANG nodul es for read-only
access [ RFC6643]. However, YANG is not concerned with reverse
translation from YANG to SM v2.
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4.2. Language Overvi ew

This section introduces some inportant constructs used in YANG t hat
will aid in the understanding of the | anguage specifics in later
secti ons.

4,.2.1. Modul es and Subnodul es

YANG data nodel s are defined in nodules. A nodule contains a
collection of related definitions.

A nodul e contains three types of statenents: nodul e header
statenents, "revision" statements, and definition statenents. The
nodul e header statenents describe the nodul e and give information
about the nodule itself, the "revision" statements give information
about the history of the nodule, and the definition statements are
the body of the nodul e where the data nodel is defined.

A server may inplenment a nunber of nodules, allowing nultiple views
of the sane data or nultiple views of disjoint subsections of the
server’'s data. Alternatively, the server may inplenent only one
nmodul e that defines all avail abl e data.

A nodul e may have portions of its definitions separated into
subnodul es, based on the needs of the nobdul e designer. The externa
view remai ns that of a single nodule, regardl ess of the presence or
size of its subnodul es

The "inport" statenment allows a nodule or subnobdule to reference
definitions defined in other nodules.

The "include" statenent is used in a nodule to identify each
subnodul e that belongs to it.

Bj or kl und St andards Track [ Page 18]



RFC 7950 YANG 1.1 August 2016

4.2.2. Data Mdeling Basics
YANG defines four main types of data nodes for data nodeling. In
each of the foll owi ng subsections, the exanples show the YANG synt ax
as well as a corresponding XM. encodi ng. The syntax of YANG
statements is defined in Section 6. 3.

4.2.2.1. Leaf Nodes

A leaf instance contains sinple data |ike an integer or a string. It
has exactly one value of a particular type and no child nodes.

YANG Exanpl e:
| eaf host-nane {
type string;

description
"Hostnanme for this system";

}
XM. Encodi ng Exanpl e:

<host - nane>ny. exanpl e. conx/ host - name>
The "leaf" statenment is covered in Section 7.6.
4.2.2.2. Leaf-List Nodes
A leaf-list defines a sequence of values of a particular type.
YANG Exanpl e:
leaf-1ist domain-search {
type string;

description
"Li st of domain nanes to search.”

}

XM. Encodi ng Exanpl e:
<domai n- sear ch>hi gh. exanpl e. conx/ domai n- sear ch>
<domai n- sear ch>l ow. exanpl e. conx/ donmi n- sear ch>
<domai n- sear ch>ever ywher e. exanpl e. conk/ donai n- sear ch>

The "leaf-list" statenent is covered in Section 7.7.
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4,2.2.3. Container Nodes

A container is used to group related nodes in a subtree. A container
has only child nodes and no value. A container may contain any
nunber of child nodes of any type (leafs, lists, containers,
leaf-lists, actions, and notifications).

YANG Exanpl e:

cont ai ner system {
container login {
| eaf nessage {
type string;
description
"Message given at start of |ogin session.";

}
}
}

XML Encodi ng Exanpl e:
<syst ene
<l ogi n>
<nmessage>Good norni ng</ nessage>

</l ogi n>
</ systenp

The "container" statenent is covered in Section 7.5.
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4,2.2.4. List Nodes

A list defines a sequence of list entries. Each entry is like a
container and is uniquely identified by the values of its key leafs
if it has any key leafs defined. A list can define nultiple key

| eafs and nay contain any nunber of child nodes of any type
(including leafs, lists, containers, etc.).

YANG Exanpl e:

list user {
key "nane";
| eaf nane {
type string;

| eaf full-nane {
type string;

| eaf class {
type string;
}

}
XM. Encodi ng Exanpl e:

<user >
<nane>gl ocks</ name>
<full -name>Col di e Locks</full-nane>
<cl ass>i ntruder </ cl ass>

</ user >

<user >
<nane>snowey</ name>
<ful |l - nane>Snow Wi te</full - name>
<cl ass>free-| oader </ cl ass>

</ user>

<user >
<nane>r zel | </ nanme>
<ful | - name>Rapun Zel | </ full - nane>
<cl ass>t ower </ cl ass>

</ user>

The "list" statenment is covered in Section 7.8.
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4.2.2.5. Exanple Mdule
These statenents are conbined to define the nodul e:

/1l Contents of "exanple-system yang"
nodul e exanpl e- system {
yang-version 1.1;
nanespace "urn: exanpl e: systent;
prefix "sys";

organi zati on "Exanple Inc."
contact "joe@xanpl e.conf;
description
"The nodule for entities inplenenting the Exanple system";

revi sion 2007-06-09 {
description "lInitial revision.”

}

cont ai ner system {
| eaf host-nane {
type string;
description
"Hostnanme for this system";

}
| eaf -1ist domai n-search {
type string;
description
"List of domain nanmes to search.”
}

contai ner login {
| eaf nessage {
type string;
description
"Message given at start of |ogin session.";
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list user {
key "nane";
| eaf nane {
type string;

| eaf full-nane {
type string;

| eaf class {
type string;

}
}
}
}

4.2.3. Configuration and State Data

YANG can nodel state data, as well as configuration data, based on
the "config" statement. Wen a node is tagged with "config fal se"

its subhierarchy is flagged as state data. |If it is tagged with
"config true", its subhierarchy is flagged as configuration data.
Parent containers, lists, and key leafs are reported also, giving the

context for the state data.

In this exanple, two leafs are defined for each interface, a
configured speed and an observed speed.

list interface {
key "nane";
config true

| eaf nane {
type string;

| eaf speed {
type enuneration {
enum 10m
enum 100m
enum aut o;
}
}
| eaf observed-speed {
type uint32;
config fal se
}
}
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The "config" statement is covered in Section 7.21.1.
4.2.4. Built-In Types

YANG has a set of built-in types, simlar to those of many
progranm ng | anguages, but with sone differences due to special
requi renents of network managenent. The followi ng table summarizes
the built-in types discussed in Section 9:

o e e e e e e e ea oo o m e m e e e e e e e e e e e e e e emeaam o +
| Nane | Description

i o e e m e e e e e e e e e e e e e e e e o - +
| binary | Any binary data |
| bits | A set of bits or flags |
| bool ean | "true" or "fal se"

| deci mal 64 | 64-bit signed decimal nunber

| enpty | A leaf that does not have any val ue

| enunmeration | One of an enunerated set of strings

| identityref | Areference to an abstract identity

| instance-identifier | Areference to a data tree node

| int8 | 8-bit signed integer

| intl6 | 16-bit signed integer

| int32 | 32-bit signed integer

| int64 | 64-bit signed integer

| leafref | Areference to a | eaf instance

| string | A character string |
| uint8 | 8-bit unsigned integer

| uintl6 | 16-bit unsigned integer

| uint32 | 32-bit unsigned integer

| uint64 | 64-bit unsigned integer

| union | Choice of nmenber types

Fom e e e ek oo e e e e e e e e e e e aaa +

The "type" statenent is covered in Section 7.4.
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4.2.5. Derived Types (typedef)
YANG can define derived types frombase types using the "typedef"
statement. A base type can be either a built-in type or a derived
type, allowing a hierarchy of derived types
A derived type can be used as the argunent for the "type" statenent.
YANG Exanpl e:
typedef percent {

type uint8 {
range "0 .. 100";
}

}

| eaf conpleted {
type percent;
XM. Encodi ng Exanpl e:
<conpl et ed>20</ conpl et ed>
The "typedef" statenent is covered in Section 7.3.
4.2.6. Reusabl e Node Groups (grouping)
G oups of nodes can be assenbled into reusable collections using the
"groupi ng" statement. A grouping defines a set of nodes that are
instantiated with the "uses" statenent.
YANG Exanpl e:
groupi ng target {
| eaf address {
type inet:ip-address;
description "Target |IP address."
| eaf port {

type inet: port-nunber;
description "Target port nunber."
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cont ai ner peer {
cont ai ner destination {
uses target;
}
}

XM. Encodi ng Exanpl e:

<peer >
<destinati on>
<addr ess>2001: db8: : 2</ addr ess>
<port >830</ port >
</ destinati on>

</ peer >
The grouping can be refined as it is used, allow ng certain
statements to be overridden. In this exanple, the description is
refined:

cont ai ner connection {
cont ai ner source {
uses target {
refine "address" {
description "Source |IP address."
}
refine "port" {
description "Source port nunber."
}

}
}

cont ai ner destination {
uses target {
refine "address" {
description "Destination |IP address."
}
refine "port" {
description "Destination port number.";
}
}
}
}

The "grouping" statenent is covered in Section 7.12.
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4.2.7. Choices

YANG al l ows the data nodel to segregate inconpatible nodes into

di stinct choices using the "choice" and "case" statenments. The
"choi ce" statenent contains a set of "case" statenments that define
sets of schena nodes that cannot appear together. Each "case" may
contain multiple nodes, but each node nay appear in only one "case"
under a "choice".

The choi ce and case nodes appear only in the schema tree and not in
the data tree. The additional |evels of